Quick Reference:
The 9 Metrics and What Enables Them

Security Metric

Endpoint Detection
Coverage

Technical Capability Required

Agentless network monitoring,
real-time device discovery

Relevant Frameworks

NIST CSF ID.AM-1, CIS
Control 1, CISA CPG

Patch Compliance Rate

Software version visibility
across all discovered devices

NIST 800-53 SI-2, HIPAA
Technical Safeguards

Critical Vulnerabilities
Open Past SLA

Vulnerability correlation and
prioritization

NIST CSF RS.MI, CISA
CPG, Cyber Insurance
Requirements

Vulnerability
Remediation Time

Timeline tracking from
discovery to resolution

NIST 800-53 RA-5, PCI-
DSS 6.3

Incident Volume

Behavioral analysis and SIEM
correlation

NIST CSF DE.CM, HIPAA
Security Rule

MFA Coverage

Authentication traffic
monitoring

NIST 800-53 IA-2, HIPAA
Access Controls, CISA CPG

Privileged Accounts
Reviewed

Privileged access pattern
monitoring

NIST 800-53 AC-2, PCI-
DSS 7, HIPAA

Phishing Click Rate /
Credential

Credential pattern detection,
authentication anomaly
monitoring

NIST 800-53 AT-2, CISA
CPG

Compromise
General Workforce
Preparedness

Network behavior insights,
training platform integration

NIST 800-53 AT-3, HIPAA
Training Requirements
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